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SUMMARY
"Powershell" has become an important
feature of the "Windows.." operating
system. In addition to being a feature
rich command line interpreter for power
users and system administrators, it
massively enhances any batch files the
end-user creates and It allows access to
many of the new features of "Windows
10" when they are Initially available.
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TOPICS

A "Powershell" Definitions
A "Powershell" History

A "Powershell" Window

A "Powershell" Cmdlets
A "Powershell" Scripts

A "Powershell" Allows Early Access to
New Windows.. Features

A



TOPICS (continued)

Using Powershell
A Test a Motherboard's UUID

A Determine If "Secure Boot" Is Enabled
Inside a Motherboard

A Start "Windows Defender Offline"
A "Powershell to Repair The "Start Menu"

A "Powershell to Enhance The Power of
Batch Files



"POWERSHELL" DEFINITIONS

A According to/ikipedia
PowerShell .. Is a task automation and
configuration management framework
from Microsoft, consisting of a
commandline shell and associated
scripting language... PowerShell provides
full access to COM and WMI, enabling
administrators to perform administrative
tasks on both local and remote Windows
systems.. ;



https://en.wikipedia.org/wiki/PowerShell

"POWERSHELL" DEFINITIONS (continued)

A "PowerShell" is a command line
Interpreter that massively improves on
what you can do at a command prompt
iInside "Windows XP.." and higher



"POWERSHELL" DEFINITIONS (continued)

A According to
http://www.makeuseof.com/tag/comma
nd-prompt-vswindowspowershel
whats-difference/:



http://www.makeuseof.com/tag/command-prompt-vs-windows-powershell-whats-difference/

PowerShell has a lot of advanced features — like remote execution of tasks,
background tasks, task automation, command piping, and more — that make it a
better choice than the archalc Command Prompt when you have a (ot of system

administration and maintenance to dao.



"POWERSHELL" HISTORY

A "Powershell 1.0" was introduced in
November 2006 as an optional module
for "Service Pack 2" of "Windows XP"

A October 2009: Available for"Windows
Vista" as an optional download.

A Bundled module in "Windows 7",
"Windows 8", "Windows 8.1" and
"Windows 10"
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"POWERSHELL" HISTORY (continued)

A August 2016: Alpha version of
"Powershell” was released as free
opensource software for Linux and
MacOS ("OS X")

(Windows.. version of "Powershell”
remains closegource.)

11



"POWERSHELL"™ WINDOW

A Many ways to start up a "Powershell"
Window

A Even if you have an administor
account in a Windows computer, all of
the default ways to start up a
"Powershell" window result in a nen
administrator version of "Powershell"
that can cause lots of strange error

mMesSsSages
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"POWERSHELL" WINDOW (continued)

You can launch "Powershell” from inside any
"Command Prompt” window in Windows 8 or highe
by typing in or copying in with Ctrl + c:

powershell -Command "StarProcess PowerShe
cVerb RunAs"

Then press the "Enter” key.
If you get a"User Account Control” box, click on "Ye
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"POWERSHELL" WINDOW (continued)

A You can launch "Powershell" from the
iInside the "Windows 10" "Start
Menu':

Locate the "Windows Powershell"
folder.
Click on it.

Rightclick on the "Powershell" menu
selection.

Click on "Run as Administrator".
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"POWERSHELL" WINDOW (continued)

A If you accidently start "Powershell" as a
non-administrator, you can elevate up to
the administor capabillity in "Powershell" by
typing In or copying In
StartProcess PowerShelfVerb RunAs
and then hit the Enter key
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"POWERSHELL" WINDOW (continued)

A The easiest way to start up a
"Powershell" window as an
"Administrator” IS to create a shortcut
as follows:
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"POWERSHELL" WINDOW (continued)

A Step 1:
Use the RIGHT mouse button to click
on the Windows "Desktop™:
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"POWERSHELL" WINDOW (continued)

A Step 2:
Click on "New" In the popp context
menu:
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View
Sort by
Refresh

Paste
Paste shortcut
Undo Move

Ctrl+ £

2 Personalize

by
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"POWERSHELL" WINDOW (continued)

A Step 3:
Click on "Shortcut":
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View
Sort by
Refresh

Paste
Paste shortcut
Undo Move

Ctrl+£

Mew

[ Dusplay settings
il Personalize

Folder

| Shortcut

Bitrnap image

Contact
Rich Text Document
Text Document

Compressed (zipped) Folder
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"POWERSHELL" WINDOW (continued)

A Step 4:
A "Create Shortcut” dialog box will be
displayed:
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7 Create Shortcut

What item would you like to create a shortcut for?

This wizard helps you to create shortcuts to local or network programs, files, folders, computers, or

Internet addresses,

Type the location of the item:

Click Mext to continue,

Browse...

Cancel
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"POWERSHELL" WINDOW (continued)

A Step 5:
In the "Location.." field, type or copy
IN
ClWindows System3¥WindowsPowe
rShellvl.0.powershell.exe
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Type the location of the item:

CAWindows\System32\WindowsPowerShell'w1.0hpowershell.exe Browse., ..
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"POWERSHELL" WINDOW (continued)

A Step 6:
Click on "Next":
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s Create Shortcut

What item would you like to create a shortcut for?

This wizard helps you to create shortcuts to local or network programs, files, folders, computers, or

Internet addresses.,

Type the location of the item:

CAWindows\System32\WindowsPowerShell'w1.0hpowershell.exe

Click Mext to continue.

Cancel

27



"POWERSHELL" WINDOW (continued)

A Step 7:
Click on "Finish":
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-

& Create Shortcut

What would you like to name the shortcut?

Type a name for this shortcut:

powershell.exe

Click Finish to create the shortcut.

Finish

Cancel
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"POWERSHELL" WINDOW (continued)

A Step 8:
Locate the "powershell.exe" shortcut
on the Windows "Desktop™:
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o

powershell....

31



"POWERSHELL" WINDOW (continued)

A Step 9:
Use the RIGHT mouse button to click
on the "powershell.exe" shortcut:
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"POWERSHELL" WINDOW (continued)

A Step 10:
Click on "Properties” in the pemp
context menu:
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% o

HUWErS Open file location

=

Run as administrator

Pin to Start

Scan with Windows Defender...
Pin to taskbar

Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties




"POWERSHELL" WINDOW (continued)

A Step 11:
Click on "Advanced":
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¥ powershell.exe Properties

Colors Security Dietails Previous Versions
General Shortcut Options Fart Layout

‘! powershel exe
[

i |

Target type: Application

Tanget location: v1.0

Tanget: tem 32 Windows PowerShell'w 1. hpowershell exe

Start in: SWindows System 32 Windows PowerShellw 1.0

Shortcut key: | Mone

Fun: Mormal window

Comment:

Open File Location Change lcon) Advanced. ..
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"POWERSHELL" WINDOW (continued)

A Step 12:
Place a checkmark for "Run as
administrator:
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Advanced Properties

Choose the advanced properties you want for this shortout.

| Run as administrator
This option allows you to run this shortout as an

administrator, while protecting your computer from
unauthorized activity.

Run in separate memory space
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"POWERSHELL" WINDOW (continued)

A Step 13:
Click on "OK™;
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Advanced Properties

Choose the advanced properties you want for this shortout.,

Fun as administrator

This option allows you to run this shortocut as an
administrator, while protecting your computer from
unauthorized activity.

Fun in separate memory space
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"POWERSHELL" WINDOW (continued)

A Step 14:
Click on "Apply":
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¥ powershell.exe Properties

Colors Security Details Previous Versions
General Shortcut {Options Font Layout

‘! powershell exe
[al

Target type: Application

Target location: v1.0

Target: tem3Z2Windows PowerShell'w 1. hpowershel exe

Start in: \Windows ' System 32\Windows PowerShellw 1.0

Shortout key:  |Mone

Run: Momal window

Comment:

Open File Location Change lcon... Advanced...




"POWERSHELL" WINDOW (continued)

A Step 15:
Click on "OK™;
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¥ powershell.exe Properties

Colors Security Details Previous \Versions
General Shortcut Options Font Layout

‘! powershell exe
[

)

Target type: Application

Target location: v1.0

Target: | em 32 WindowsPowerShell'w 1.0"powershell exe

Start in: |$:KWindnws\5}rstem32\Winduws PowerShell w1 .ﬂ'|

Shortcut key: | Mone

Run: Momal window

Comment: |

Open File Location Change lcon... Advanced...

45



POWERSHELL "CMDLETS"

A According toWikipedig
Cmdlets are specialized commands in the
PowerShell environment that implement
specific functions. These are the native
commands in the PowerShell stack.
Cmdlets follow a Verdloun naming
pattern, such as Ge&thilditem, helping to
make them seHdescriptive.
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https://en.wikipedia.org/wiki/PowerShell#Cmdlets

LN Administrator powershell.exe - Shortcut

Windows PowerShell
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

'S Coylindowsysystem3Z2s
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LN Administrator: powershell.exe - Shortout

Windows Powershell
Copyright (C) 2016 Mlicro

'S CriWindowsysystem32s

Fet

soft Corporation.

t-childitem

All rights reserved.
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LN Administrator powershell.exe - Shortout

Windows PowerShell
Copyrieht (C) 2816 Microsoft Corporation. All rights reserwved.

FS CiyWindowsysystem32> get-childitem
Directory: CiZkWindowshsystem32

LastiriteTime Length Mame

7/16/2016 :
7162016 : AdvancedInstallers
FA1a/2016 : AppLocker
18 /27 /2016 : apprailser
1a/28/2016 , ar-Sh
1 /28/2016 : be-BG
12/13 /2016 : Boot




POWERSHELL "CMDLETS" (continued)

A The
GetChilditem
cmdlet in Powershell Is similar to
dir
In the conventional "Windows.."

command prompt or at the command
line iIn MSDOS.
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"POWERSHELL" SCRIPTS
A "Powershell" scripts are text files that have a
ps1 file extension

A For security reasons, to keep malware from
running malicious "Powershell" scripts,
"Powershell" scripts do not run by default until
the computer user gives them permission to
run with
SetExecutionPolicy RemoteSigned
as mentioned
at http://ss64.com/ps/syntaxun.htmi



"POWERSHELL" SCRIPTS

To get a Powershell script to pause at the end, put In
Write-Host "Press any key to continue ..."

$x = $host.Ul.RawUIl.ReadKey("NoEcho,IncludeKeyDowi
Write-Host

Write-Host "A"

Write-Host "B"

Write-Host "C"

at the end of the script

as mentioned at
https://technet.microsoft.com/enus/librarv/ff730938.%spx



https://technet.microsoft.com/en-us/library/ff730938.aspx

"POWERSHELL" SCRIPTS (continued)

A Some useful "canned" Powershell scripts
can be found at
http://www.robvanderwoude.com/powe
rshellexamples.php
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http://www.robvanderwoude.com/powershellexamples.php

"POWERSHELL" SCRIPTS (continued)

A For most computer endisers, the best
way to run a "Powershell” script is to use
a .bat file with the following code In It:
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"POWERSHELL" SCRIPTS (continued)

SET ThisScriptsDirectory=%~dp0

SET
PowerShellScriptPath=%ThisScriptsDirectory%script

PowerSheliNoProfile-ExecutionPolicy Bypass
Command "& '%PowerShellScriptPath%";
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"POWERSHELL" SCRIPTS (continued)

A script.psl
should be changed to the actual name of
the script that you wish to run
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"POWERSHELL"™ ALLOWS EARLY ACCESS TO
NEW WINDOWS.. FEATURES

A When Microsoft is about to introduce a
new feature in "Windows..", they often
make it available first as a Powershell
command

A Then one or two years later, the new
feature finally shows up in the graphical
user interface (GUI) screens in the
"Windows.." operating system
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"POWERSHELL"™ ALLOWS EARLY ACCESS TO
NEW WINDOWS.. FEATURES (continued)

A For example, the ability to support "Secure Boot" ir
"HyperV" virtual machines running Linux in a
"Windows 8.1 Pro" host, was first introduced In
January 2015.
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"POWERSHELL"™ ALLOWS EARLY ACCESS TO
NEW WINDOWS.. FEATURES (continued)

A Back in January 2015 this new feature could only |
enabled by means of the Powershell command of
SetVMFiIrmware "vmname-SecureBootTemplate
MicrosoftUEFICertificate Authority
where "vmname" Is the assigned name of the
virtual machine as mentioned In
http://windowsitpro.com/hyperv/secureboot-
linux-virtual-machinehyperv
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http://windowsitpro.com/hyper-v/secure-boot-linux-virtual-machine-hyper-v

"POWERSHELL"™ ALLOWS EARLY ACCESS TO
NEW WINDOWS.. FEATURES (continued)

A Then one year later in March 2016, the
new feature could be enabled in the
graphical user interface (GUI) screens of
the "HyperV" window In the "Windows 10
Pro" operating system as described at
https://blogs.technet.microsoft.com/dubai
sec/2016/03/29/securenoot-on-virtual-
machines!
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https://blogs.technet.microsoft.com/dubaisec/2016/03/29/secure-boot-on-virtual-machines/

# Hardware

“I| Add Hardware

& Frmware

Boot from Network Adapter
W Security

Secure Boot enabled

& Memory
1024 MB

[} Processor
1 Virtual processor

gx SCSI Controller

U Network Adapter
private

Use Sglre Boot to help prevent unauthorized code from running at
DO e (recommended).

Enable Secure Boot

Template:
Microsoft Windows s

T Microsoft UEFI Certificate Authority

A Trusted Platform Module (TPM) is a special purpose microprocessor
which provides cryptographic services to a compute platform.
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# Hardware

W Security

“I| Add Hardware

& Frmware
Boot from Network Adapter

W Security
Secure Boot enabled

& Memory
1024 MB

[} Processor
1 Virtual processor
&= 5CSI Controller

U Network Adapter
private

Secure Boot

T\ Microsoft UEFI Certificate Authority

Use Secure Boot to help prevent unauthorized code fig
boot time (recommended).

Enable Secure Boot

running at

Template:

Microsoft Windows
Microsoft Windows

A Trusted Platform Module (TPM) is a special purpose microprocessor
which provides cryptographic services to a compute platform.
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HE' Ubuntu 16.04 Desktop LTS 2017-01-24 on DESKTOP-30AP3LS - Virtual Machine Connection
File Action Media Clipboard View Help

B @O0 | umir| By
Firefox Web Browser 1 €)) 6:44PM It

WINdows usERS Computer user group Home Page, Fountain Valley, Californiay: Mozilla Firefox

WINdows usERS Comp... x YWUSIENET a=ETTS

€ windowsusers.org

Recycle Bin

S W_INNERS

WINdows useRS

Overview % Computer
Meeting % Press |Book (I

Reviews information . Releases| Excerpts

WINdows usERS Computer user group

Irvine Water District Facilities
Sand Canyon Meeting Room
15600 Sand Canyon ave, Irvine, CA 92618

10:00 am to 12:30 pm

If you are interested in learning more about Windows, a particular program, or even an exchange of ideas or
information regarding the computer industry, WINNERS - WINdows usERS is for you! WINNERS is a great place to
see the latest software and also learn how to use it. We provide a easy (and fun) atmosphere for you to see new and
interesting programs or hardware. Each month we have demonstrations of how to work with different programs, or
hardware. We also have a discussion of computer and software problems (Random Access), and how to solve them.
Computer tips are given out each month. You don't have to join right away, come in and see if you like us. We are in
Orange County California, right near the San Diego (405) Freeway.

Membership is $20 annually for individuals with $5 for each additional family member.

"User groups represent the spirit of the frontier, a community getting together to do things that no individual ought
@ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What I Share | =

Status: Running




"POWERSHELL" TO TEST THE UUID OF THE
MOTHERBOARD

A You can use "Powershell" to test the UUID of
the motherboard in "Windows 10":
Start an administrative "Powershell"
window.
Then type in or copy In
get-wmiobject
Win32_ ComputerSystemProduct
| SelectObject-ExpandProperty UUID
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EN Administrator: powershell.exe

Windows Powershell
Copyright (C) 2816 Microsoft Corporation. All rights reserved.

PS5 C:\WINDOWS\system32:




EX Administrator: powershell.exe

Windows PowerShell
Copyright (C) 20616 Microsoft Corporation. All rights reserved.

PS C:\WINDOWS\system32:
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£N Administrator: powershell.exe

Windows PowersShell
Copyright (C) 2616 Microsoft Corporation. All rights reserved.

PS C:\WINDOWS\system32> get-wmiobject Win32 ComputerSystemProduct Select-Object uuIp
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EN Administrator: powershell.exe

Windows PowersShell
Copyright (C) 2816 Microsoft Corporation. All rights re

2> get-wmiobject Win32 ComputerSy Select-0Object UUID
CeE7/DAFF345
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EN Administrator powershell. exe

Windows PowerShell
Copyright (C) 2816 Microsott Corporation

et-wmiobject Wi
BE7/DAFF245

P5S CIAWINDOWS\systTem3Z> g
32A24056-E4E7-DACL-B438-C
PS C:A\WINDOWS\system22>
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"POWERSHELL" TO TEST THE UUID OF THE
MOTHERBOARD (continued)

A If you upgrade to or "activate" Windows 10,
Microsoft stores the UUID of the motherboard of
the computer up In their activation servers in
their server farm system.

Microsoft tests for this UUID whenever you boot
up "Windows 10" and at other times when
"Windows 10" Is running.

If your motherboard fails to have this 1%

UUID stored inside firmware, your computer will
lose it's "activation”. 70



"POWERSHELL" TO TEST THE UUID OF THE
MOTHERBOARD (continued)

A For a "Windows 8.1" computer, if your
motherboard's UUID gets zeroed out because o
a firmware failure in the motherboard, your
"activation” will fall, as stated at
https://mikebeach.org/2013/01/22/getsmbios
uuid-usingwmic/
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https://mikebeach.org/2013/01/22/get-smbios-uuid-using-wmic/

"POWERSHELL" TO TEST THE UUID OF THE
MOTHERBOARD (continued)

A Reference for how activation works in
"Windows 10":
http://aztcs.org/meeting _notes/winhards
ig/winl0/activation/winlGactivation.pdf

A Reference for this "Powershell"
command:
http://www.waynehoggett.com/2009/08
/get-localcomputeruuidquidusing.htmi
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http://aztcs.org/meeting_notes/winhardsig/win10/activation/win10-activation.pdf
http://www.waynehoggett.com/2009/08/get-local-computer-uuidguid-using.html

"POWERSHELL" TO TEST THE UUID OF THE
MOTHERBOARD (continued)

A When "Windows 10" was first released,
the previouslymentioned "Powershell"
command was the only reliable way to
check the UUID of the motherboard of a
"Windows 10" computer. However, we
now have two additional ways to read the
UUID of the motherboard:

We can now run a wmic command in a
command prompt and we can now run a
Vbs visual basic script: 73



"POWERSHELL" TO TEST THE UUID OF THE
MOTHERBOARD (continued)

A To get the motherboard UUID from a regular or elevat
command prompt, type in
wmic  csproduct get uuid
OR type In
wmic path win32_computersystemproduct get uL
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"POWERSHELL" TO TEST THE UUID OF THE
MOTHERBOARD (continued)

A To create a .vbs visual basic script to get
the UUID of a motherboard in "Windows
10", see
http://www.out -web.net/?p=241
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http://www.out-web.net/?p=241

"POWERSHELL" TO SEE IF "SECURE BOOT" IS
ENABLED IN THE MOTHERBOARD

A You can use "Powershell" to see if "Secure
Boot" in enabled in the motherboard.
Then type in or copy In
confirm-securebootuefi
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"POWERSHELL" TO SEE IF "SECURE BOOT" IS
ENABLED IN THE MOTHERBOARD

A If your computer has a "Secure Boot"
module (inside a UEFI) that is "enabled", you
will get a response of
True:
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EN pAdministrator Windows PowerShell

I|.|'|.I"| L T F’ Cae ["S e

Copyright (X

J 2016 Microsoft Corporation. All rights rese

S Covwindowshsystem3Z> confirm-securebootuefi

/8



N Administrator Windows PowerShell

II.|'|.|"| S DL P i r"S e

Copyright (C) 2016 Microsoft Corporation. All rights rese
S oW ndowshsystemidZ> confirm-securebootueti

True

1S Coh ndowshsystemdZ2s
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W A oows e :
C Oy T 7 . h t (] » M1 cros

1S o ndows Y system
True |
1S T ndows Y sywstem




"POWERSHELL" TO SEE IF "SECURE BOOT" IS
ENABLED IN THE MOTHERBOARD

A If your computer does has a "Secure Boot"
module in the UEFI but the "Secure Boot"
module Is not enabled, you will get a
response of
False
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Administrator: Command Prompt - powershell

Microsoft Windows [Version 16.8.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Windows\system32>powershell
Windows PowersShell
Copyright (C) 28616 Microsoft Corporation. All rights reserved.

PS C:\Windows‘\system32>»




Administrator: Command Prompt - powershell

Microsoft Windows [Version 18.6.14393]

(c) 2016 Microsoft Corporation. All rights reserved.
C:\Windows\system32>»powershell

lindows PowerShell

Copyright (C) 2816 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> confirm-securebootuefi




Administrater: Command Prompt - powershell

Microsoft Windows [Version 18.8.14393]
{(c) 20816 Microsoft Corporation. All rights reserved.

C:\Windows\system32>powershell
lWindows PowersShell
Copyright (C) 2816 Microsoft Corporation. All rights reserved.

PS C:\Windows‘\system32> confirm-securebootuefi
False
'S Cr\Windows\system32>»




"POWERSHELL" TO SEE IF "SECURE BOOT" IS
ENABLED IN THE MOTHERBOARD

A If your computer does not have a "Secure
Boot" module in the UEFI
or the "Compatibility Support Model”
("CSM") of the UEFI Is enabled
or
It has a BIOS which would never have a
"Secure Boot" module, you will get a
response that

"variable is currently undefined":
85



EX Administrator powershell. exe

PS5 CIAWINDOWS\system32>




EX Administrator: powershell.exe

PS5 CIAWINDOWS\system32>

contfirm-securebootuetig
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EN Administrator: powershell.exe

PS C:\WINDOWS\system32» confirm-securebootuefi

PS CI\WINDOEEASystem32:




EN Administrator: powershell.exe

PS C:\WINDOWS‘\system32> confirm-securebootuefi
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"POWERSHELL" TO SEE IF "SECURE BOOT" IS
ENABLED IN THE MOTHERBOARD

A When "Windows 8" was first released, you
could not determine if "Secure Boot" was
enabled in your motherboard without this

"Powershell" command. However, you can
NOow run

msinfo32
to see If "Secure Boot" Is enabled:
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Type the name of a program, felder, document, or Internet
rescurce, and Windows will open it for you.

Cancel Browse...
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Type the name of a program, felder, document, or Internet
rescurce, and Windows will cpen it for you.

msinfo32




L System Information

File Edit Yiew Help

Systemn Summary
--Hardware Resources
--Components

4 Software Environment

lterm

OS5 Name

Version

Other OS Description

0S5 Manufacturer
System Name

System Manufacturer
System Model

System Type

System SKU

Processor

BIOS Version/Date
SMEBIOS Version
Embedded Controller V..,
BIOS Mode

BaseBoard Manufacturer
BaseBoard Model
BaseBoard Name
Platform Role

Secure Boot State

PCR7 Configuration
Windows Directory
System Directory

Boot Device

Locale

Hardware Abstraction L.
Lser Name

Time Zone

Inctallad Bhucical Adamm

Value

Microsoft Windows 10 Pra
10.0.14393 Build 14393
Not Available

Microsoft Corporation
DESKTOP-32L5CS)

MS|

MS-7971

xbd-hased PC

Default string

Intel(R) Core(TM)i7-6700 CPU @ 3.40GHz, 3408 Mhz, 4 Cor..,
American Megatrends Inc. AAQ, 7/27/2016
3.0

255.255

LIEFI

MS|

Mot Available

Base Board

Desktop

on

Binding Not Possible
CAWIndows
CAWIndowshsystem32
\Device\HarddiskViolume2
United States

Version = "10.0.14393.2068"
DESKTOP-32L5C5 M estuser

Pacific Standard Time
2INR

Find what;

[ ]Search selected category only

Find

[ ]Search category names only

Close Find




BlOS Mode
BaseBoard Manufacturer
BaseBoard Model

Baseboard Name
Platform Role
Secure Boof State
PCR7 Confi

| Directory
System Directory
Boot Device

JEFI

Y

Not Avallable

Base Board

Desktop

Cn

Binding Not Possible
CAWINndows
CAWINndowsisystem3?2
\DevicezHarddiskvolume?
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"POWERSHELL" TO START "WINDOWS
DEFENDER OFFLINE"

A You can use "Powershell" to start "Windows
Defender Offline Mode" to remove malware
Infections: Launch PowerShell as
Administrator, and then run the following
command:

StartMpWDOScan
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"POWERSHELL" TO START "WINDOWS
DEFENDER OFFLINE"

A You can also create a shortcut that runs
"Powershell" and then starts "Windows
Defender Offline".

See
https://www.tenforums.com/tutorials/4260

3-windowsdefenderoffline-scanshortcut
createwindows10-a.html|
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https://www.tenforums.com/tutorials/42603-windows-defender-offline-scan-shortcut-create-windows-10-a.html

EN pAdministrator Windows PowerShell

I|.|'|.I"| L T F’ Cae ["S e

Copyright (X

J 2016 Microsoft Corporation. All rights rese

S Covwindowshsystem3Z> confirm-securebootuefi
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N Administrator Windows PowerShell

II.|'|.|"| S DL P i r"S e

Copyright (C) 2016 Microsoft Corporation. All rights rese
S oW ndowshsystemidZ> confirm-securebootueti

True

1S Coh ndowshsystemdZ2s
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W A oows e :
C Oy T 7 . h t (] » M1 cros

1S o ndows Y system
True |
1S T ndows Y sywstem




EX Administrator powershell. exe

PS5 CIAWINDOWS\system32>




EX Administrator: powershell.exe

2> confirm-securebootuefi
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EN Administrator: powershell.exe

PS C:\WINDOWS\system32» confirm-securebootuefi

PS C:A\WINDOWSA\system32:




"POWERSHELL" TO ENHANCE THE POWER
OF BATCH FILES

A You can use "Powershell" to enhance batch
files.
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"POWERSHELL" TO ENHANCE THE POWER
OF BATCH FILES

A You can use "Powershell" to make batch files
that are more powerful than in the past.
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